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Abstract.  This paper addressesthe problem of static cheding of pro-
grams to ensurethat they satisfy con dentialit y policies in the presence
of dynamic accesscontrol in the form of Abadi and Fournet's history-

basedaccesscontrol mechanism. The Java virtual machine's permission-
based stack inspection mechanism provides dynamic accesscontrol and
is useful in protecting trusted calleesfrom untrusted callers. In contrast,

history-based accesscontrol provides a stateful view of permissions: per-
missions after execution are at most the permissions before execution.
This allows protection of both callers and callees.

The main contributions of this paper are to provide a semartics for
history-based accesscontrol and a static analysis for con dentialit y that

takes history-based accesscontrol into accourt. The static analysis is a
type and e ects analysis where the chief novelty is the use of security
types dependert on permission state. We also show that in contrast to
stack inspection, con dential information can be leaked by the history-

based accesscontrol mechanism itself. The analysis ensuresa noninter-
ference property formalizing con dentialit y.

1 Intro duction

Since Denning and Denning's early work on static certi cation of secureinfor-

mation ow [6], there have beensewral advancesin specifying static analyses;
theseadvanceshave beencomprehensiely summarizedin Sahelfeld and Myers's
survey [16]. Many of these analysesare given in the style of a security type sys-
tem that is shown to enforcea noninterference property [8]. Noninterferenceis
expressedn terms of a lattice, with L  H the canonical example:the property
saysthat output channelslabeledL are not in uenced by input channelslabeled
H. The mnemonicis H for high security and L for low: with this interpretation,
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noninterference says that public outputs do not reveal secretinputs. But non-
interferencealso formalizesintegrity.> Security type systemsuselabels not only
for external channelsbut alsofor program variables and other internal channels,
in order to imposerestrictions such asabsenceof assignmen from an H variable
to alL one.

Despite the advances,security type systemshave not seenmuch useas non-
interferenceis dicult to achieve in practice for various reasons,e.g., covert
channelsand declassi cation. One way to introduce exibilit y is to consider se-
curity type systemsfor information o w that take accesscortrol into accourt.
As Sabelfeld and Myers note, accesscontrol mechanisms, by themselves, cortrol
the releaseof information but not the o w of information onceaccesshas been
granted [16]. In previous work [4,2], we studied the accesscortrol mechanism
of Java [9] and the .NET CLR [10], called stack inspection, and establisheda
connection betweenauthorization of information accessand the subsequeh ow
of the information. With respect to security type systems,the chief technical
novelty wasthe useof a permission-degndent security type systemand the for-
malization of noninterferencefor such a type system. Permissionsare typically
usedto licensesensitive operations. Permission-degendert typescan express,for
example, that to obtain a secretby reading a con dential le a certain permis-
sionis required; moreover the read operation yields no secretif the permissionis
absert. Assumptions about permissionsare usedin the typing systemto allow
certain subprogramsto be ignored, namely in branchesconditioned on permis-
sion tests known never to succeed.

In simple terms, the noninterference property guarantees that the access
control medhanism is serving correctly to enforce o w policy, in the sensethat
onceaccesshas beengranted, there is no subsequen leak of secretinformation.

This paper continuesthe investigations of our previouswork [4,2] but consid-
ershistory-basal accessortrol proposedby Abadi and Fournet [1]. Stack inspec-
tion is designedfor extensiblesystems,wherecomputation proceedswith trusted
and untrusted code calling ead other. The stack inspection mechanism is useful
in providing protection to trusted code when it is called by untrusted code; un-
trusted code can executethe trusted code with reduced powers{ namely, with
permissionscommon to both. This provides protection becausethe untrusted
code is prevented from using trusted code as deputy and executing sensitive op-
erations. Howewer, as Abadi and Fournet note, stack inspection is not useful in
providing protection to the caller. Thus, if trusted code calls untrusted code and
proceedswith the result returned by the latter { using the samepermissions as
it usedfor the call { undesiredresults may occur: in proceedingwith the result
returned by untrusted code, stack inspection forgetsthat security may dependon

! Whereas con dentialit y is about what information is leaked, integrity is about what
information is corrupted: highly trusted data should not be in uenced by untrusted
inputs. If we usethe samelattice asfor con dentialit y then integrity is dual to con -
dentialit y. But if we read H as\hacked" and L as\licensed" then to chedk integrity
is to check that H does not inuence L. So for simplicity we con ne attention to
con dentialit y.



how, i.e., with what permissions,the result wascomputedin the rst place.This
is becausethe stack frame containing the permissionsis popped upon return, so
the permissionsare no longer available on the stad.

Toillustrate the problem, werecall the certral examplefrom Abadi and Four-
net's paper. The Main method of a trusted classNaiveProgramwith permission
FilelO, among others, calls method TempFileof an untrusted class, BadPlugin
whosepermissionsdo not include FilelO . The method happensto return a sensi-
tive documert. Next, the Deletemethod of classFileis called, with the sensitive
documert as argumert. ClassFile has all permissions,and method Delete rst
cheds whether FilelO is presert in the currently enabledpermissions;if so, the
documert is deleted, otherwise, the method aborts.

In a stack inspection regime, the call NaiveProgram.Mairresults in deletion
of the sensitive documert. This is becauseDeletés code is executed with per-
missionscommonto NaiveProgramand File, sothe ched for FilelO succeeds.

In a history-based regime,the documert survives,becausewe track permis-
sion state both beforeand after the call. Where stack inspection is functional, in
the sensethat the security context is passedas an argumert to sub-commands
including method invocations, the history basedmedanismis imperative, in the
sensethat the security context is a (special) state variable. The call to TempFile
returns the documert together with permissionsin the intersection of NaivePro-
gram and BadPlugln sothat FilelO is excluded.E ectiv ely, the history of how
the return result was createdis recorded.Now the call to Deletetakesplacewith
this reducedset of permissions;the ched fails.

The cortributions of this paper are to formalize the informal developmert of
common programming patterns of history-basedaccesscontrol in [1] and to pro-
vide a type-basedanalysis for secureinformation o w that takes history-based
accesscontrol basedon suc patterns into accourt. Somefamiliarity with our
previous work [3,4,2] will be helpful; in fact, readersfamiliar with our previous
work will readily obsene the substartial overlap with that work. The modest
variation in this work is that the type-basedanalysis rules also involve an ef-
fect analysis; this e ect analysis tracks not only assumptionsabout the initial
permissionstate, asin stadk inspection, but also provides a consenative approx-
imation of the nal permissionstate. A seconddi erence is that, in cortrast to
the stack inspection medanism, the history-based medcanism is itself a covert
channel subject to nontrivial attacks. To accourt for such ows, our rule for
method calls in high contexts requiresthat the invoked method has certain per-
missions; by cortrast, the other rules require absenceof permissionsin certain
corntexts.

One of our goalsis to demonstrate the exibilit y of the framework described
in our previous work by shaving how to handle a di erent accesscontrol med-
anism. To reinforce the similarity, the technical developmert in this paper is
structured asin [2]. Proof casesare omitted sincethey are easily adapted from
corresponding onesin [2].

In passing, we note that dierent accesscontrol mecanisms are possible.
Our previous work on stadk inspection is motivated in part becauseit is widely



deployed. The limitations of stack inspection with respect to method calls were
explainedby Abadi and Fournet [1] who proposedhistory-basedaccessontrol as
a way out. Their medhanism is designedto be similar to stack inspection which

increasesits potential for usein practice and thus it merits study. It would also
be interesting to seeka more general notion of accesscontrol which subsumes
these mechanismsand others. There may be someinteresting parallels between
such medanisms and recert work on resource usage analysis, history e ects,

etc. [12,14,13].

The rest of the paper. Section 2 introduces code-basedaccesscortrol via an
example and discussesstack-basedand history-based accesscontrol. It also ex-
plains the security type formalism usedin type-basedinformation o w analyses.
Section 3 is the key section of the paper. It showvs how accesscortrol can be
usedto provide more ne-grained con dentialit y policies. It also showns how, in

contrast to stadk inspection, the history-based accesscontrol mechanism can it-

self be employed to leak secrets.Section 4 formalizesthe syntax and semartics
of the object-oriented language we study. Section 5 gives a type-basedstatic

analysis that enforcescon dentialit y. Section 6 shows the analysis at work on
the certral examplein Abadi and Fournet's paper [1]. Section 7 and Section 8
give the technical details of the static analysis;the latter sectionstatesthe main
result that a program deemedsafe by the analysis satis es the noninterference
property. Section 9 concludes.

2 Access control and information o w

Access control via stack inspection. In the Java accesscontrol mechanism [9],
ead classC hasa set Auth C of permissionsassaiated with it; this comprisesa
local accesscontrol policy. A typical policy grants few permissionsto code from
remote sites and many to code residing on the local disk. The most interesting
policies concern trusted remote sites: Code which has been cryptographically
authenticated as originating at a trusted site may be granted particular permis-
sions.

Permissioncheds are usedto guard sensitive operations. Following previous
work [7], we refrain from modeling exceptionsand instead considera construct,
test pthen S; else S;, which cheds for permissionp, executing S; if the chedk
succeedsand S; if it fails.

Example. We consider the following example from Section 4.1 of Abadi and
Fournet's paper [1], adapted to our notation (e.g., type unit for void ).

class BadAppletextends Objectf // somepermissionsut not FilelO
unit Main() f
result:= NaiveLibrary.CleanUp(..."passwrd le"...); gg

The commert indicates our assumptionabout the static accesolicy: BadApplet
doesnot have permissionFilelO, whereasNaiveLitrary and File below are trusted
classeswith all permissions.



class Naivelibrary extends Objectf // all permissions
unit CleanUp(étring , L) s) f
File.Delete(s)gg

class File extends Objectf // all permissions
unit Delete((string , L) s) f
test FilelO then Win32.Delete(s)else abort;g g

The call, BadApplet.Main()will abort. The call to NaiveLilrary.CleanUpwill occur
in a context with permissionscommon to NaiveLilvary and BadApplet and this

context doesnot contain FilelO. As CleanUpcalls Deletg the body of Deletewill

also be executedwith permissionscommonto the current permissions(without

FilelO ) and Delete hencethe test in Delete fails { the password le survives.
This is a situation where stack inspection is satisfactory, and the history based
mechanism works the sameway.

History basel accesscontrol. At runtime, both stack inspection and the history
based medhanism involve a set of currently enabled permissions;it is a subset
of the statically authorized permissionsof the classof the currently-executing
code. When a method is invoked, the initial permissionset for the method body
is the intersection of the caller's current set and the static permissionsof the
called code. (Note that it is the classof the dynamically dispatched code that
matters, not the classof the target object.) In stadk inspection, the method call
has no e ect on the current permission set of the caller. In the history based
mechanism, the caller's permissionsbhecomethe intersection of their initial value
with the nal permissionsof the called method.

Both mecanismsinclude meansto test and branch on the currently enabled
permissions,which we model with the test construct.

PermissionsP get enabledby the construct enable P in S in stack inspec-
tion and a similar construct grant P in S for the history-based mecanism; in
both cases,what gets addedto the current permissionset is the intersection of
P with the statically authorized permissions,Auth C, of the current code's class,
C.

Whereasthe permission set on termination of enable P in S is the same
as its initial value, the history basedconstruct grant P in S deals with the
nal permissionsof S. Speci cally, the nal permissionsof grant P in S are
the intersection of its initial permissionsand the nal onesof S. Together with
the behavior of method calls described above, this ensuresthat for any com-
mand, the nal permissionsetis a subsetof its initial value (seeLemma 1). (In
stack inspection the nal permissionsare equalto the initial ones,sopermission
passingcan be modeled as just a parameter in the semartics.)

The history based mecanism needsa construct, accept, to allow a privi-
leged caller to retain its permissionsafter calling less privileged code (e.g., to
delete a le named by an untrusted applet, after chedking that the named le
is not important). The e ect of accept P in S isto executeS with the current
permissionsQ. This resultsin a nal permissionset Q°from S, which may be a
proper subsetof Q. The permissionsetafter accept P in S becomeQ (Q\ P).



Note that constructs grant and accept abstract two useful programming
patterns for modifying permissionsin code. Abadi and Fournet showv how they
can be implemented using low-level constructs [1]. For purposesof formal anal-
ysis, however, we will stick to grant and accept in the sequel.

Checking information ow using security types. Basedon earlier work on static
certi cation of information o w by Denning and Denning [6], the idea developed
by Volpano et al. [18]is to label not only inputs and outputs but also variables
and parametersby security types, for example replacing a variable declaration
x:T by x:(T; ) where is the security level. As usual, we consider the rep-
reserativ e two-elemen lattice L H of levels. Syntax-directed typing rules
specify conditions that ensuresecure o w. Overt ows, like an assignmen of an
H -variable to an L-variable, are disallowed by the typing rules for assignmen,
argumert passing,etc. To preclude covert ow via control ow, commandsare
given types com with the meaning that all assignedvariables have at least
level . For a conditional, if ethen S; else S, with e high, both S; and S, are
required to have type comH.

In an object-oriented language, covert ow also happens via dynamically
dispatched method call. Moreover, there is the possibility of observingdi ering
behavior of the allocator if objects allocated conditionally are accessible.Such
issuesare treated in [15,3]. In [3], commandsare giventypes(com 1; ») where

1 is a lower bound on the level of assignedvariables and , is a lower bound
on the heap e ect (eld assignmeits and newly allocated objects). Annotated
arrow typesare usedfor modular cheding in the caseof methods (or procedures
or functions [11]): the type (T; 1) h,i! (U; 3) designatesan assumedinput
level at most 1; on this assumption, the heape ect (min level of elds written)
is at least , andresult level at most 3. A method body is chedked with respect
to its type, which is used as an assumption for chedking method calls. As with
ordinary typesin Java-like languages,the sametype is usedfor all overriding
declarations.

3 Using access control for conden tialit y

As mentioned in the introduction, a primary aim of our work is the static
chedking of method bodies to ensurethat they satisfy con dentialit y policies.
However, we alsowant our con dentialit y policiesto be exible enoughto admit
a large number of programs. We allow a method to be given sewral types, to
allow di erent information ow policiesto be imposedfor callers with di erent
permissions.We explain the ideawith the motivating examplefrom our previous
work [4,2].

Consider a trusted class Kern, having permissionsstat and sys, and with
a method getStatusthat can be called in more than one context. If called by
untrusted code, getStatusreturns public (L) information. Trusted code, however,
can obtain private (H) information.



class Kern extends Object f
String Hinfo; // H
String Linfo; // L
String getHinfo() f // type() ! H
test sys then result:= self.Hinfoelse abort g
String getStatus()f // types() h;i! Hand() hfstatgi! L
test stat
then enable sysin result: = self.getHinfo()
else result: = self.Linfog
...\other methads that manipulateLinfo and Hinfo"g

Method getHinfo is useful only to callers with permission sys. Becausethe se-
curity type of self.Hinfois H, it can only be assignedto a H variable. In this
case,the body of getHinfo, it is the special variable, result, that givesthe method
result. So, for the policy expressedy the type() ! H, the code canbe accepted
under a Smith-Volpano style analysis[18].

For getStatus the Smith-Volpano analysiswill alsoinsist that resultbe typed
H, sothat it satis es the policy is() ! H. But getStatusis usefulboth for callers
with permission stat and for those without; only the former obtain H info. So
we parameterize the policy by permissionstat: if called in a context that does
not have permission stat, getStatusreturns L; otherwiseit returns H. The use
of negative permissionsallows typesthat mention only permissionsrelevant to
implemertations of the method.

More formally, method typesin [4,2] have the form

o, P it (1)

This means:supposethe level of selfis at most , and the level of the parameters
of the method have level at most , and the method is called in a context with
permissionsdisjoint from P. Then the result has level at most 1, and elds
written have level at least .

Using this notation, getStatuscanbe assignedboth typesL; () hfstatg;Hi! L
andL; () h?;Hi! L.

In the BadApplet example in section 2, Delete can be assignedboth types
L; L hfFilelOg;Hi! () andL;L Hh?;Hi! (). The body of BadApplet.Mainneeds
to be typededked in a context where FilelO is absen. Hence BadApplet.Main
can be assignedthe type L; () hfFilelOg;Hi! ().

A method body must be chedked against each of its declaredtypes. A par-
ticular type givesan assumptionthat certain permissionsare absen, and under
this assumption certain branchesare known not to be taken. Typically the ig-
nored branchesinvolve H assignmeits and thus ignoring these branchesallows
the result to be consideredL.

History basal. In (1), the levels o; canbe read asthe input channeland ;
as the output level. For a sound static analysis, the type also tracks the write
eect and the corresponding judgemert for commandsgivesa command level.



In the sequelwe carry out this sameidea for the history basedmecanism, for
which we have to track the update e ect on permissions. Thus method types
and command judgemerts include an upper bound on the nal permissions;this
is made precisein section 5.

Unlike stadk inspection, the history based accessmechanism introduces a
covert channel. The reasonis that permissionchangesmadein the context of a
high conditional can persist outside the scope of that conditional. If somecom-
mand S changesthe nal permissionstate then it canbe usedto leak information
by executingS underaH guard and then, after the conditional, updating L state
basedon testing whether the permissionstate is changed.In [2] we point this out
in regard to a variation on enable that doesnot have a scoped sub-command
in which the permissionis enabled.

The history based medcanism does not allow persistert increaseof permis-
sions, but it allows persistert decrease.Here is an example attack, using an
explicit grant to establish somepermissionwhich may then be decreasedby a
suitable method call.

grant p// assumingp statically autharized
in
if H-exp
then e.m() // assumingp not autharizedfor m
else skip;
test p then L-var := "H-exp is false" else L-var := "H-exp is true"

A variation usesthe accept statemert to allow m to be invoked in every case.

grant p// assumingp statically autharized
in
if H-exp
then e.m() // assumingp not autharizedfor m
else accept pin e.m();
test p then L-var := "H-exp is false" else L-var := "H-exp is true"

The security typing rule for method call disallows any writes to L elds by m |
this is enforcedby requiring that its heape ect be H, asit is called in the scope
of a high guard. Becauseany code s allowed to invoke grant, test, and accept,
the (implicit) variable holding the current permissionsmust be treated asL and
thus changesto it too must be disallowed in H conditionals. It turns out that
this can be achieved in the static analysis by requiring that permissionsthat
can be enabledat the site of the call must be included in the static permissions
of all classesthat provide an implementation of m. For a method call in a H
command, any implementation that could be dispatched to at that method call
site should be at least as trusted as the caller. (This condition hasno counterpart
in [2].)

Just as a method type sernesto specify all implementations thereof, one
can imagine stipulating the permissionsthat all implementations are required
to have (a link-time requiremert). But in this paper we expressthe restriction
explicitly in the call rule.



T = booljunit jC data type; C rangesover classnames
CL:=classCextends CfTf; M g public elds f, public methods M

M = T m(T x) fSg method; result type T, param. typesT
S = x:=ejif ethen Selse SjS; S assignto variable; conditional; sequence
j Tx:=ein Sjx:=em(e) local variable block; method call
j ef:=ejx:=new C assignto eld; construct object
j grantPin S enable permissions
j accept Pin S accept permissions
j test P then Selse S branch on permissions
e == xjnull jtrue jfalse variable, constant
j efje=ejeisCj(C)e eld access;equality test; type test; cast

Table 1. Grammar.

4 Language

This sectionformalizesthe sequetial class-basedanguagefor which our results
are given. It is adapted from [2], but with the history-based constructs and with

the semartics changedto return the permissionstate from commandsand meth-
odsasdiscussedn Section2. Weassumegivena nite set, Perms, of permissions.
The semartics is given with respect to a given function Auth : ClassNames!

P (Perms) that speci es accessolicy. The semartic de nitions are independert

of any particular information o w policy.

4.1 Syntax

The grammar is given by Table 1. It is basedon given sets of classnames(with
typical elemen C), eld names(f ), method names(m), and variable/parameter
namesx (including distinguished names\ self' and \ result' for the target object
and return value). Identi ers like T with bars on top indicate nite lists, e.g.,
T f standsfor alist f of eld nameswith correspondingtypesT. Welet P;Q; R
range over setsof permissions.

We include unrestricted recursionbut omit loops,super calls, and constructor
methods.

A complete program is given as a classtable CT, that assaiates eat de-
clared classname with its declaration. The typing rules make use of auxiliary
notions that are de ned in terms of CT, so the typing relation = depends on
CT but this is elided in the notation. Becausetyping of eat classis donein the
context of the full table, methods can be recursive (mutually) and so can eld
types.

The subtyping relation on typesis de ned as follows. For base types,
bool bool andunit  unit . For classes<C and D, wedene C D i either
C = D or the classdeclaration for C is class C extends B f ::: g for some
B D. The typing rules are syntax-directed: Subsumptionis built into the rules



e :C (f:T)2 eldsC T el u T

Teaf iz e
" e:D mtype(m; D)= T! T T X el u T X 6 self
T x:= emm(e)
P Perms S P Perms TS TS,
“grantPin S * test P then S; else S,

Table 2. Selectedtyping rules for commands.

rather than appearing as a separaterule, sothat the semartics can be de ned
by recursion on typing derivations.

Some auxiliary notations: let CT(C) = class C extends D f T, f; M g
and let M be in the list M of method declarations, with M = T m(T, x)f Sg;
let mtype(m; C) = T,! T record typing information and let pars(m;C) = x
record the parameter names.Let superC = D. For elds, we dene elds C =
f:Ty[ eldsD and assumef is disjoint from the namesin elds D. The built-
in class Object has no methods or elds. If m is inherited in C from B then
mtype(m; C) is de ned to be mtype(m; B), sothat mtype(m;C) isdened i m
is declaredor inherited in C.

A classtable is well formed if ead of its method declarations is well formed
accordingto the following rule.

x:T;self:C;result: T ™ S mtype(m; super C) is unde ned or equalsT! T
pars(m; super C) is unde ned or equalsx

C ™ T m(T x)fSg

A typing ervironment isa nite function from variable namesto types,written
with the usual notation x:T. A judgemert of the form =~ e:T saysthat e has
type T in the context of a method of class self with parameters and local
variables declaredby . A judgemert ° S saysthat S is a commandin the
same cortext. Note that accesspolicy has no in uence on typing, though of
courseit doesin uence semarics. Typing rules for somecommandsappear in
Table 2. The rule for accept is the sameasfor grant. For other elided rules we
refer the readerto our earlier papers [4,2].

4.2 Semantics

The state of a method in execution is comprised of a heap h, which is a nite
partial function from locationsto object states,a store , which assignsocations
and primitiv e valuesto local variablesand parameters,and the currently enabled
permissions P;. Every store of interest includes the distinguished variable self
which points to the target object. A command denotesa function from initial

10



=T values of type T

i store (maps variables to values)

j state C object state (maps elds to values)

j Heap heap (maps locations to object states) with no dangling loc.
j Heap P (Perms) (global) states with no dangling locations

jHeap T P (Perms) triples (h;d;P) where value d is not a dangling loc. w.r.t. h
j 2 lifting

j pérmsC permission sets authorized for C

J(Cx; T T) method of C with parameters x : T and return type T
j MEnv method environments

[bool] = ftrue;falseg

[unit ] = fitg

[C] = fnilg[ f°j 2 Loc” type® Cg

[1 f jdom =dom * selfé nil ~ 8x 2 dom x2[ xlg
[state C] = fsjdoms= dom(eldsC)" 8(f :T)2 eldsC sf 2 [T]g

[Heap] fhjdomh , Loc” closedh” 8 2 domh h" 2 [state (type *)]g
where closedh i rngs\ Loc domh for all s2 rngh

[Heap P (Perms)]|
=f(h; ;P)jh2 [Heap]® 2[ J*P Perms”rng \ Loc domhg
[Heap T P(Perms)]
= f(h;d;P)jh2 [Heap]* d2 [T]* P Perms” (d2 Loc) d2 domh)g
[-1 =[1[ ? (where? issomefreshvaluenotin [ ])
[permsC] =fPjP AuthCg
[C;x; T! T]=[Heap (x:T;self:C) P(Perms)]! [(Heap T P(Perms))-]
[MEnv ] f j8C;m C misdened i mtype(m;C) is de ned,
and C m 2 [C; pars(m; C); mtype(m; C)] if C m dened g
Table 3. Semartic domains, for given policy Auth. We write dom and rng for the
domain and range of a function.

state to either a nal state or the error value ? . States are self-cortained in the
sensethat all locationsin elds and in variables are in the domain of the heap.

For locations, we assumethat a courtable set Loc is given, along with a
distinguished entity nil not in Loc. We treat object states as mappings from
eld namesto values. To track the object's classwe assumegiven a function
type:Loc! ClassNamessud that for ead C there arein nitely many locations
* with type ~ = C. We assumethat, like nil, the three primitiv e valuesit, true,
and false are not in Loc. The semartic de nitions and results are given for an
arbitrary allocator. An allocator is a location-valued function fresh suc that
type(fresh(C; h)) = C and fresh(C; h) 62domh, for all C;h.

Methods are assa@iated with classesjn a methad environment. For any data
type T, the domain [T] is the setof valuesof type T. For any typing environment

11



. [ 1 is the set of storesassigningvalues of appropriate type to the variables
in dom . There are seeral other domains for which there is no corresponding
notation in the syntax. Such semartic categories, , together with semartic do-
mains, [ ], for eat category are de ned in Table 3; T and are included in
In a languagelike Java with garbagecollection and without pointer arithmetic,
dangling locations (those not in the domain of the heap) never occur in program
states or as expressionvalues. Capturing this in the semartics is the purposeof
the special cartesian products Heap P(Perms) andHeap T P(Perms).

For expressionsand commands, the semarics is de ned only for deriv-
able typing judgemerts. The meaning of an expression ~ e:T is a function
[Heap 1! [T-] that takes(h; ) 2 [Heap ] and returns either a value
d2 [T],suchthat (h;d) 2 [Heap T], orthe impropervalue? which represens
errors. The errorsare null dereferencesnd castfailure; the other expressioncon-
structs are strict in ? . We omit the semartics of expressionsand refer the reader
to our previous work [2].

The meaning of a command ~ S is a function

[MEnv]! [Heap perms( seld]]! [(Heap perms( self)-] (2)

that takesa method environment (seebelow)and a state (h; ;R), wherethe
enabled permissionsR 2 perms( seld; it returns a possibly updated state to-
getherwith the updated permissions,or ? which indicates divergenceor error. In
history-basedaccesscortrol, permissionsget updated, e.g.,in method calls. The
semairics of command, in Table 4, is de ned by recursion on the typing deriva-
tion. A nontrivial proof obligation isthat if ~ S is derivablethen its semartics
satis es (2), which embodies the important property that if the permissionsbe-
fore execution are included in Auth( self), permissionsafter execution are also
included in Auth( selj.

The main distinction betweenstack inspection and history-basedaccesscon-
trol is that in the former, permissionstate (i.e., enabled permissions)after eval-
uation equalsthe permission state before evaluation; in the latter, permission
state after evaluation is at most the permission state before evaluation. Accord-
ingly, the semartics of commandssatis es the following property, shovn by a
structural induction on commands.

Lemma 1. Supmse(ho; 0;Qo)=[ ~ S] (h; ;R). Then Qo R.

A method ervironment  mapsead classname C and method namem (de-
claredor inherited in C) to ameaning C m which isanelemen of [C;x; T! T],
i.e., [Heap P(Perms)]]! [(Heap T P(Perms)),] whereT is the re-
turn type and = self:C;x:T is the parameter store with x = pars(m; C).
The result from a method, if not ?, is a triple (h;d;Q) with din [T] and Q in
P (Perms) sudh that, if d is a location then d is in the domain of h.

For a method declaration M = T m(T x)f Sg in classC, de ne

MT (h; ;R)
= letR%= R\ AuthCinlet 1 = [ jresult7! default] in
let (ho; 0;Qo) = [x:T;self:C;result: T~ S] (h; 1;R°) in (ho; o result Qo)

12



[ © e:f:=e] (h; ;R)
=let'=[ " e:C]h; )in
if = nil then? elseletd=[ ~ e:U]th; )in(hj 7'[h"jf7!'d]]; ;R)
[ x:=em@)] (h ;R)
=let" =[] " e:D](h; )inif = nil then? elselet x = pars(m; D) in
letd=] ~ e:U](h; )inlet 1 =[x 7! d;self7! "]in
let (ho; do; Qo) = (type )m(h; 1;R)in(ho;[ jx7!do];R\ Qo)
[~ grant P%n S] (h; ;R)
let (ho; 0;Qo) =1 ° SI (h; ;R[ (P°\ Auth( sel)) in (ho; o;R\ Qo)
[ ° accept P%in S] (h; ;R)
let (ho; 0;Qo) = [ ~ ST (h; ;R)in(ho; 0;Qo[ (P°\ R\ Auth( self))
[ ~ test P then S;else S;] (h; ;R)
= ifP Rthen[ ~ Si] (h; ;R)else[ ~ S2] (h; ;R)

Table 4. Semartics of selectedcommands, for given policy Auth and allocator fresh.
The metalanguage construct, letd = E; in E», has the following meaning: If the value
of E; is ? then that is the value of the entire let expression;otherwise, its value is the
value of E, with d bound to the value of E;. Function update or extension is written,
eg.[ jx7d.

The semartics of a classtable CT is a method environment, written [CT], given
as a least upper bound. Specically, [CT] = lub where the ascendingchain
2 N! [MEnv] is de ned asfollows.

oCm= (h; ;R) ?
j+1 Cm=[M] ; if misdeclaredasM in C
j+1 Cm= ;41 Bm if misinherited from B in C

5 Safety

The syntactic property given by static analysisis called safety. The analysisis
speci ed by a typing system.

In this sectionwe annotate the syntax of Section4 with security labels.Where
types T occur in declarations of elds and local variables, we use pairs (T; )
where is a security level, L or H. Suc a pair, written , is called a security
type. The grammar is revised as follows.

CL :=classCextends Cf f; Mg S = 1) x:=einSj:::

Note that there is no changefor cast and test.

We refrain from giving concrete syntax for the security types of method
parameters, results, and e ects. By analogy with the auxiliary function mtype
which givesthe declaredtype of a method (see Section 4.1), we assumethat a

13



function smtypesis given. It may assignmultiple security types for a method,
ead of the form ; hP; 1;Qi! 2. The intended meaningis as follows: if the
method is called with argumens compatible with , target object compatible
with , and enabled permissionsdisjoint from P, then the heap e ect is 1
and the result level 2 and the enabled permissionsafter the call are disjoint
from Q.

There is an ordering on method typings ; HhP; 1;Qil 5. It is contravari-
ant oninputs ; and P and on assignables ;, covariant on the result value
and Q.

Denition 1 (subtyping). ; HP; 1;Qil o 0Pl 2,Q% 9
o, 'p pPOY 1, Q% Q,and 9. t

Note that P;Q are interpreted negatively, sothe conditonsP P%andQ° Q
are e ectiv ely contravariant and covariant respectively.

De nition 2 (annotated class table). An annotated class table is a class
table with annotations according to the grammar alove, together with a partial
function smtypes satisfying the following conditions. First, smtypeqm; C) is de-
nedi mtype(m;C) is de ned. Second, if smtypegm; C) is de ned then it is a
non-empty set of annotations of the form ; hP; 1;Qi! ,. Third,if C D
and mtype(m; D) is de ned then smtypegm; C) = smtypedm; D). t

Note that we do not require P Auth C or Q Auth C. A method may
be declaredin one classand inherited or overridden in a subclasswith dierent
permissions.The third condition allows usto reasonabout method callsin terms
of the static type of a called method, becauseany implemertation that can be
invoked by dynamic dispatch is chedked with respect to the samesecurity types.

We use the symbol y to eraseannotations: (T; )Y = T, and this extends
to erasurefor typing environments, commands,and method declarationsin an
obvious way.

De nition 3 (safe class table and metho d declaration). An annotated
classtable CT is safeprovidad that each classsatis es the rule

Cextends D M for eachM 2 M
“classCextends Df f; Mg

The hypothesis of this rule requiresthat each metha declaration be checked with
respect to its security types according to the following.

mtype(m; C) = T! T pars(m; C) = x
self: (C; o);x:(T; );result:(T; 4);(P\AuthC) " S:(comlL; 3);(Q\AuthC)
for each( o; HP; 3;Qil 4) 2 smtypegm; C)
Cextends D~ T m(T x)fSg
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x 6 self pox (T ) el (U; ) u T
; X:(T; );P " x:=e:(com ; H);P

Y e (C; 1) f:(T; )2seldsC Ceri(U;) u T 1
;P ef i=e:(comH; ); P
x 6 self B D
; X:(D; );P " x:=new B:(com ; H);P
; x:(T; ) ex(D; o)  mtype(m;D)=T! T° ; x:(T; )" e:(U; )
u T x6self T T S o mP% 2:Q%  °2 smtypes(m; D)

o omP% Q% ° o W% Q%
P\ Auth( Yselh) P Q Q° Auth( Yseld
0 u =HA” ;1=H) (Auth( Yselh P) (\e pAuthE)

; x:(T; )P x:=em(e):(com ; 1);Q

;P Si:(com 1 2); Q1 ;Q1° S2:i(ocom 1 2);Q
7P S1; Sai(com 1 2);Q

“e:(bool; )
;P 7 Sii(com 15 2);Q ;P 7 Sz2:(com 15 2);Q 1u 2

;P " if ethen S; else Sp:(com 1; 2);Q

Cer(U: ) u T ; x:(T; );P " S:(com 1; 2);Q
;P> (T; )x:=ein S:(com 1; 2);Q

;(P (P°\ Auth( Ysel)) * S:(com 1; 2);Q
P grant P%in S:(com 1; 2);Q[ (P (P°\ Auth( Yself))

;P S:i(com 1; 2);Q
;P accept P%in S:(com 1; 2);Q (P°\ Auth( Yself)

P\ P=2~P° Auth( Ysel
P Sii(com 1 2);Q 7P Sai(com 1; 2);Q
‘P test P%then S;else S;:(com 1; 2);Q

P\ P86 ? _P°6 Auth( Ysel ‘P Syi(com 1) 2);Q
P test P’then S; else S;:(com 1) 2);Q

;P S:i(com 1 2);Q 3 1 4 2 P P° Q° Q
iP7 S:(com 5 4):Q°

Table 5. Security typing rules for commands, for given Auth.
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This rule depends on rules for expressionsand commands. The rules for com-
mands are givenin Table5 but the rules for expressionsare exactly the sameas
the onesin [2] and hene elided. 2 t

In the rules for expressionsand commands,we write  for typing ernviron-
merts that assignsecurity types. A judgemert ;P ° S:(com 1; 2); Q sas
that if no permissionsin set P are enabledinitially , then S is safe,assignsonly
to variables (locals and parameters) of level 1 and to object elds of level

2 (seeLemma 4), and no permissionsin set Q are enabled nally , i.e., after
execution of S.

The rules useversionsof the auxiliary functions that take security levelsinto
account. Let CT(C) = class C extends D f ; f; M g. Corresponding to

elds, wedene seldsC=f: ;[ seldsD.

Judgemen ;P " S:(com 1; »2); QisderivableprovidedP Auth( Ysel
and Q Auth( Ysel) and the judgemert is derivable using the security typing
rules.

The last rule in Table 5 is a subsumption rule.

The rule for method call is di erent from our work on stack inspection [2]
in that it has an extra condition for high commands:permissionsthat may be
enabled at the site of the call (namely, Auth( Yselj) P) must be included
in the static permissionsof all classesthat provide an implemertation of the
method (namely, \ ¢ p Auth E). This condition essetially disallows high com-
mands from making calls that may dynamically dispatch to untrusted code.
Becausepermission state is an implicit low variable, and a call to untrusted
code causesa loss of permissions,this losscan be tested by a low obsener and
usedto reveal secrets|recall the example attacks in section 2. Those attacks
are untypable in our system becausethey require permission p at the call site
for m to be included in the static permissionsof m.

Note that the rule for method declaration doesnot restrict assignmens to
local variables, i.e., it allows e ect L in the hypothesis. Subsumption may be
usedto get L there from H. The rule for method call hasa form of subsumption
built in: it requiresthere to be somedeclaredtype for the method that matches
its invocation.

The secondrule for test is the onethat removesfrom considerationa branch
that cannot be taken under the assumption: the test of P fails if P° cortains
permissionsassumedto be excluded or permissionsthat are not authorized for
the classin which this command occurs. The rst rule for test handlesthe case
where it cannot be statically determined, from the information tracked in the
judgemerts, whether the test of P° succeeds.

Properties of security typing. For any judgemert ;P ° S:(com 1; 2);Q
derivable using the security typing rules for expressionsand commands, the
2 A method can have more than one type so for exibilit y in cheding method decla-

rations the rule must allow local variable declarations to be annotated di eren tly for

dierent types. The precise formulation [2] usesy but we omit the unilluminating
complication here.
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erasedjudgemert Y~ SY is derivable using the ordinary typing rules for com-
mands. Conversely any program typable using the ordinary typing rules for com-
mands can be annotated everywhereby L and typed by the security typing rules
for expressionsand commands,taking smtypeqm; C) = fL; L h?;L;?i! Lgfor
all m; C. In other words, for the trivial security policy encaded by the above
security type, the analysisrejects no well formed program.

6 Example

The following example, discussedin the introduction, shows our type systemat
work; in contrast to the scenarioin section 3, where untrusted code calls trusted
code, here we considerthe dual scenarioof trusted code calling untrusted code.

class NaiveProgramextends Objectf//static permissionsontain all permissions
unit Main() f
(string , L) s:= BadPlugin.TempFile();
File.Delete(s);g

Suppose that NaiveProgramis a trusted class with all permissions. Next, we
consider the partially trusted classBadPluginwhose static permissionsdo not
include FilelO.

class BadPluginextends Object f//static permissiongdo not contain FilelO
(string , L) TempFile()f result:= \...password le..." g g

The trusted classFile hasall permissionsand cortains the method Delete where
the le deletion operation is protected by a test of permissionFilelO.

class File extends Objectf//static permissionsontain all permissions
unit Delete((string , L) s) f
test FilelO then Win32.Delete(s)else abort;g g

We decorate BadPlugin.TempFile() with the history-based o w policy
smtypeg TempFile BadPlugin = fL; () ?;H;fFilelOgi! Lg
The code for File.Deletecan be chedked againstthe ow policy
fL; L hfFilelOg; H ;fFilelOgi'! (); L;L h?; H;?i! ()g

The rst is usedin a context where FilelO is absent and assertsthat FilelO is
abser after the call is nished. Indeed, for this policy, the type system cheds
the body of Deletein the permission context fFilelOg\ Auth(File), i.e., the
context fFilelOg. To type ched the test, note that fFilelOg\ fFilelOg 6 ?,
and Deleteis accepted.

If we chedk NaiveProgram.Mainfor the policy L; () h?;H;fFilelOgi (),
we have the following situation: the call to TempFileresults in the excluded
permission set FilelO, which is the excluded permission set for the call to
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Delete We have two possibilities for the type of Delete now, but only the type
L; L hfFilelOg;H;fFilelOgi' () will do: from Table 5, rule for method call, we
have to establish f FilelOg\ Auth(NaiveProgram fFilelOg and fFilelOg
f FilelO g\ Auth(NaiveProgran). Both succeedHenceNaiveProgram.Mairis well-
typed.
Note that we could not have chosenthe typel; L h?;H;?il () asthe typeof
Delete sincewe cannot establishf FilelOg fFilelOg\ ? for the postcondition.
In our previouswork [2], on stadk inspection, the typeceder rejected Naive-
Program.Mainas ill-t yped. It is instructiv e to recall the reason: after the call
to TempkFile the call to Delete occurs in the context where no permissionsare
excluded, and then the antecedert f FilelOg\ Auth(NaiveProgram ? fails.

7 Indistinguishabilit 'y and con nemen t

In this sectionwe show that if an expressionis safe i.e., acceptedby the security
typing rules of Section5, and haslevel L, then it is read con ned: its value does
not depend on H - elds or H -variables. Moreover, if a command is safeand it
has level comH;H then it is write con ned: it does not assignto L-elds or
L -variables. Thesetwo properties are the semartic counterparts of the rules\no
read up" and \no write down" that underly information o w cortrol; the terms
\simple security" and \*-prop erty" are also used[5].

The formalization usesthe indistinguishabilit y relation  which is also used
to formulate noninterferencein Section 8. States (h; ;P) and (h% %P9 may
be indistinguishable to an L obsener while having dierent allocation of ob-
jects visible only to H. For this reason,indistinguishabilit y is formalized using
a bijective correspondencebetween those locations in domh and dom h° that,
informally, are or have beenvisible to L.

De nition 4. A typed bijection is a bijective nite partial function, , from
Loc to Loc, suchthat type( *) = type” for all * in dom . t

In the sequel, and its decoratedvariants range over typed bijections. We treat
partial functions as sets of ordered pairs, so ° expressesthat  C is an
extension of

De nition 5 (indistinguishable by L). For any , we de ne relations
for data values, object states, heaps, and stores.

0 in [C] () =70 =ni="0

d d® in[T] () d=d° for primitive typesT

s s in[stateC] () 8(f:(T; ) 2seldsC =1L) sf s
O in[ Y] () 8(x:(T; )2 =L) X Ox

h  h% in [Heap] () dom domh ~ rng domho~

8\;\0 ~ \O) h\ hO\O
d & in[T] () d=2=d (d6 26 d~d din [T]
P P%in[P(Perms)] () P=P°
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For classesC, the formulation above exploits the corvention that equations
involving partial functions areinterpreted asfalsewhenthe function is unde ned.
Thus, for * & nil, the relation ° “Oholdsonly if * isin dom . The last clause,
for T, , is neededto handle errors (null dereferences)n expressions.

In our model, permissionsare atomic values and indistinguishabilit y is just
equality for permission sets. In a more detailed model, permissionswould be
heap objects.

Indistinguishabilit y is not symmetric or re exiv e in general. But h h
where is the identity on domh. Limited transitivit y and symmetry hold, e.g.,
if hy h, and hy hs then hy hs.

Oneuseof isto formulate, in Lemma4 below, that if acommandis typable
as(com H; ) it doesnot assignto L -variables,and if it istypable as(com ; H)
it doesnot assignto L-elds of objects. For this purposewe use h ho, for
initial h and nal hg, where is the identity on domh. This expresseghat no
L elds of initially existing objects are changed.

Each of our results about the meaning of a classtable CT is proved by
induction on the approximation chain by which [CT] is de ned. The induction
step is treated as a separatelemma about commands,in which the induction
hypothesisis an assumption about the method environment.

The security typing rules depend on permissione ects. Thus, we rst show
someresults on the soundnesf e ects. The intuition is that if a safecommand
is executed with permissionsdisjoint from the initially excluded permissions,
then the permissionsproduced as a result of execution are disjoint from the
nal set of excluded permissions. Formalizing this intuition is the purpose of
De nition 6, Lemma 2 and Lemma 3 below.

For brevity we write Q# P for Q\ P = ?.

De nition 6 (disjoin t eects in metho d environmen t). Method environ-
ment has disjoint e ects, written disj , if the following holdsfor all C; m and
all o; HP; ;Qil 41in smtypedm;C). If R# P and C m(h; ;R) 6 ? then
Q# Qo, wher (ho;d; Qo) = C m(h; ;R). t

Lemma 2 (disjoin t e ects in commands). Supmse ;P " S:(com i; 2);Q
anddisj . Forall ;h;R suchthatP#R,andR Auth( Y sel), if (ho; 0;Qo) =
[ Y917 (h; ;R) then Q# Qo.

Lemma 3 (safe programs have disjoin t e ects). If annotated classtable
CT is safe then disj [CTY] and also disj ; for each ; in the approximation
chain for semanticsof CT.

The purposeof De nition 7, Lemma 4 and Lemma 5 below is to establish
that H-commandsdo not assignto L-variablesand L- elds of objects.

De nition 7 (write conned metho d environmen t). Method environment
is write con ned, written woonf , if the following holds for all C;m and all

; hP;H; Qi 1 in smtypedm; C). If R# P and C m(h; ;R)6 ? thenh

ho wher (hg;d;Qg) = C m(h; ;R) and is the identity on domh. Moreover,

if 1=H,thenR°= Qo where R°= R\ AuthC. t
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Lemma 4 (write connemen t of commands). Supmsedisj , wonf
and ;P ° S:(com i; 2);Q. For all ;h;R suchthat P # R, and R
Auth( Y sel, if (ho; 0;Qo) = [ Y~ S*] (h; ;R) then: (i) 1 = H implies

o; (i) 2= H implies h ho and (iii) 1= Hand , = H imply
R = Qo, where s the identity on domh.

Note that no condition is imposedif [ ¥~ SY] (h; ;R) = ?.

Lemma 5 (safe programs are write conned). If annotated classtable CT
is safe then woonf[CTY] and also woonf ; for each ; in the approximation
chain for semanticsof CT.

The last result in this sectioncan be seenasa simple form of noninterference.
It saysthat if an expressioncan betyped ° e:(T;L) then its meaningis the
samein two L -indistinguishable states.

Lemma 6 (safe expressions are read con ned).
Supmse " e:(T;L)andh  h%and Slfd=[ Y e:T](h; ) and
=1 ¥ e:T)(h% 9 thend d°

8 Safety implies nonin terference

This section states the main result: if a classtable is acceptedby the security
typing rules then the method environment that it denotessatis es noninterfer-
ence.That is, if it is safewith respectto a given ow policy then its semartics
for the given accessolicy doessatisfy the o w policy.

Noninterference for a classtable is de ned in terms of noninterference of
method meaningswith respect to their security types. Roughly, the idea is that
a method executedunder related stores, related heaps,and related permission
states, yields related heaps. Provided smtypes of the method declaresthat the
level of the return result is L, the return results are also related. This idea can
be formalized (as in [2]) by saying that a method meaning d satis es a method
type o; HP; 1;Qi' i the following holds for all ;h;h% ; OP;; P2 Let
(ho; do; Qo) = d(h; ;Pi), and (h3;d3; Q%) = d(h®% %Py). If h h°, 0
Py PY and P1# P then thereis suchthat hg  h8, Q# Qo, Qo QF,
and( 2=L) do dj)

De nition 8 (nonin terfering metho d environmen t). A metha environ-
ment is noninterfering, written nonint , i for all C, m, the meaning C m
satises every o; hP; 1;Qi! 5 in smtypeqm; C). t

Our main result is that the method ervironment denotedby a safeclasstable
is noninterfering. The proof useslemmaswhich expressnoninterferencefor the
expressionand command constructs, respectively.

The proof of the main theorem goes by proving noninterference of eath
method environment in the approximation chain, using the following.
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Lemma 7 (safe commands are nonin terfering). Supmsedisj , wonf
nonint ,and ;P " S:(com 1; 3); Q. SupmsealsoR#P,R Auth( Y self,

%h  h%R  R%(ho; 0;Qo)=1[ ¥ 91 (h; ;R)and(h]; §QF) =
[ Y97 (h% %R9. Then thereis suchthat ¢ 9andhy  hJand
Q  QJ.

Theorem 1 (safety implies nonin terference). If annotated classtable CT
is safethen its meaning [CT?Y] is noninterfering.

9 Discussion

We have formalized the history based medanism of Abadi and Fournet and
shown how, by tracking updates of the permission state, static rules can ensure
noninterference in programs that depend on accesscortrol to prevert illegal
information o w. Unlik e stack inspection, the mechanism itself introducesa new
channel of information o w, but onethat can be controlled using the samesort
of type-and-e ect analysisthat we previously developed for stadk inspection [2].
For modular (per-method) cheding of dynamically dispatched method calls, we
rely ona o w policy that speci es a setof typesfor every method; this o w policy
is invariant with respect to subclassing.Whereasthese o w typesdescribe o ws
that occur in the absenceof certain permissions,a fully modular systemwould
also specify certain permissionsrequired to be preser. This set would be used
to chedk method callsin H commands.In this paper we choseto omit the latter
form of interface speci cation, but the call rule imposesessetially the same
condition.

Specifying the analysisin terms of a type systemis conveniert for proving our
noninterferenceresult. But for practical application of the result, type inference
is neededto reduce the burden of annotation. We have deweloped a modular
inference algorithm for inferring security typesfor an object-oriented language
without dynamic accesscontrol [17].In future work, we plan to report on security
type inferencefor a languagewith dynamic accesscontrol supporting, e.g.,the
stack inspection mechanism or the history-based mechanism.

Another practical issueis to provide a syntax for ow policy. By Lemma 1,
permission state after execution is at most the permission state before execu-
tion. Soit is reasonableto expect that in the analysis,the nal set of excluded
permissionscontain the initial set of excludedpermissions.Thusin a o w policy,

o; HhP; ;Qi' 1,Q cancontain the permissionsnot alreadyin P. To translate
this into the framework of this paper, Q can be replacedby P [ Q.
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